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A World of Increasing Complexity 

 The use of third party products and services by companies of all sizes 
has grown exponentially (especially for financial institutions) 

 The “old” world was a simpler time: 
 Information technology demands and needs were simpler 
 Companies used third party products and services selectively 
 Generally speaking, companies used to have a high degree of control over their 

“means of production”  
 Companies owned, had full control over and/or managed key elements of their 

infrastructure like data centers, networks, end user computing 
 Companies also relied more heavily on their own proprietary software 
 Companies also had specific and limited means by which they interacted with their 

customers  

 Procurement, sourcing and vendor management in the “old” world 
also was simpler 
 Lower deal flow, fewer internal actors, and fewer interaction points among third 

parties because the overall ecosystem was much smaller 
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A World of Increasing Complexity 2 

 The “old” world is now a distant memory 

 The third party ecosystems now present a maze of third 
party products and solutions throughout the enterprise: 
 Onshore and offshore IT outsourcing:  data centers, networks, end 

user computing, and applications development and maintenance 
 Onshore and offshore business process outsourcing:  finance and 

accounting; claims management; HR; recruiting; learning; payroll; 
benefits; procurement; legal functions; vendor management 

 Consultants providing IT strategy, implementation and systems 
integration functions 

 Specialized and complex software solutions 
 Cloud-based solutions (SaaS, IaaS, PaaS, etc.) and “spot” 

software solutions 
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A World of Increasing Complexity 3 

 Procurement, sourcing and vendor management has similarly become 
more complex with an ever increasing number of internal stakeholders 
and third parties to manage 

 For example, internal stakeholders can include: 
 The business sponsor 
 Sourcing/procurement group 
 In house legal/outside counsel 
 Privacy and security group 
 Finance, tax, insurance, compliance and audit teams 
 Sometimes, senior management and the board 

 Many issues to keep track of, and include (and this is a short list): 
 Vendor due diligence and geopolitical risk 
 Service level management and performance oversight 
 Use of subcontractors 
 Audits and compliance with laws and polices 
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Use of Third Party Solutions Has Few Limits  

 The use of third party products and services by companies is 
becoming more and more sophisticated  
 Even traditional “all in” people-based outsourcing will eventually be surpassed 

 Beyond traditional outsourcing, companies will be continually 
reinventing themselves because of the explosion in: 
 Cloud solutions 
 Big data analytics 
 Mobile technology 
 Robotics software 
 Biometrics 
 AI (coming soon) 

 All of this is pushing many companies to re-organize themselves to 
become in large part technology companies 
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Financial Services:  The Current Landscape 

 The financial services industry (especially the large investment and 
commercial banks and insurance companies) has historically been at 
the forefront of using third party products and services 

 

 Financial services companies are moving to use new technologies to 
replace older service delivery models. For example: 

 
 Replacing “on premise” software (e.g., with Office 365) and replacing entire (even 

previously outsourced) data centers (e.g., with Amazon Web Services) 
 

 Replacing legacy core processing systems (like core banking, claims processing, 
etc.) with third party software that has significantly better functionality 
 

 Creating new customer interaction models and leveraging third party tools like 
salesforce.com 
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Financial Services:  The Current Landscape 2 

 “FinTechs” are adding pressure for traditional financial services companies to 
innovate 
 FinTechs are technology-focused start-ups and new market entrants that innovate the products 

and services provided by the traditional financial services industry  
 According to PwC, over 20% of financial services business is at risk to FinTechs 
 Some traditional financial services companies are using the FinTech model to enter new 

markets and transform themselves (e.g., in less than a year, we helped a global investment 
bank source third party products and solutions to create an online lending platform) 

 But as the use of third party products and solutions increase, even 
experienced financial services companies are facing challenges “keeping up” 

 For example: 
 Business units and employees themselves introduce third party products and solutions, often 

without the knowledge and approval of IT departments 
 Per a 2015 survey by SkyHigh Networks, the average financial services company uses about 

1,004 cloud services (7% of which meet enterprise security standards) 
 According to the Cloud Security Alliance, only 28% of U.S. financial services companies have a 

cloud strategy in place 
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Cyber Risks and Costs Are on the Rise 

 With third party services and products increasingly in the mix, 
companies face an increased risk of data breaches, hacking and 
security incidents 

 

 Are the cost savings and innovations that third parties bring to the 
table worth the risk?   

 
 Security incidents can bring financial penalties, reputational damage, loss of 

customers, litigation, regulatory scrutiny, etc. 
 

 According to the Ponemon Institute in 2016, the average cost to an organization of 
data breach in increased from $3.8M to $4M 
 

 Per the same study, the average cost for each stolen record increased from $154 
to $158 
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Cyber Risks and Costs Are on the Rise 2 

 Third parties suppliers are often the easiest means for a bad actor to 
penetrate a company and access its data 
 

 According to PwC in 2013: 
 
 The number of security incidents at companies attributed to third parties has 

increased from 20% in 2010 to 28% in 2012 
 Only 32% of companies require their third parties to comply with company security 

policies 
 

 Well known examples: 
 
 Target’s 2013 data breach was traced back to network credentials stolen from a 

third-party HVAC vendor.  
 Home Depot’s 2014 data breach also was initially due to stolen credentials from its 

third-party vendor. 
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Increased Regulatory Focus:  Overview 

 Financial services companies are subject to a maze of regulations and guidance from 
regulators and other entities with respect to cybersecurity and third parties.  Examples: 

 Federal Reserve Guidance on Managing Outsourcing Risk 

 Gramm-Leach-Bliley Safeguards Rule 

 Federal Financial Institutions Examination Council (FFIEC): 
 Authentication Guidance 
 Cybersecurity Assessment Tool 
 IT Examination Handbook 
 Interbank Messaging and Whole Payment System Guidance 

 NIST Cybersecurity Guidelines 
 For financial institutions deemed to be part of the critical infrastructure 

 FDIC 
 ANPR Enhanced Cyber Risk Standards 

 Payment Card Industry Data Security Standards 

 Vendor Management Guidelines (CFPB, OCC, FDIC, and FFIEC) 
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Increased Regulatory Focus:  NY DFS Regulation 

 Who is covered by the regulation?   
 Banks, financial institutions, insurance carriers. 

 When does the regulation take effect?   
 Slated to take effect 1/17 (with 180 day grace period).   
 First set of senior officer certifications due 1/18. 

 Boards and senior officers must be directly involved in compliance. 

 High level requirements under the regulation: 
 Development and maintenance of written cybersecurity policy and procedures. 
 CISO or equivalent must be hired. 
 Regular penetration testing, risk analyses, and vulnerability assessments. 
 Employees must receive regular cybersecurity training. 
 Audit records must be maintained. 
 Encryption and application security required. 
 Stringent third party security measures must be implemented. 
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NY DFS Regulation:  Challenges and Response 

 72 hour notification requirement: 
 “Each Covered Entity shall notify the superintendent of any Cybersecurity Event 

that has a reasonable likelihood of materially affecting the normal operation of the 
Covered Entity or that affects Nonpublic Information. 

 The Covered Entity must notify the superintendent as promptly as possible but in 
no event later than 72 hours after becoming aware of such a Cybersecurity Event. 

 “Information systems” that must have cybersecurity controls in place include 
“any specialized system such as industrial/process controls systems, 
telephone switching and private branch exchange systems, and 
environmental control systems.” 

 The DFS Regulation requires that the cybersecurity plan must be “reviewed 
by the Covered Entity’s board of directors or equivalent governing body, and 
approved by a Senior Officer of the Covered Entity.”   
 Such review and approval shall occur as frequently as necessary to address the 

cybersecurity risks applicable to the Covered Entity, but no less frequently than 
annually. 

 Industry push for compliance through a “risk based” approach 
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NY DFS Regulation:  Challenges and Response 2 

 Establish critical criteria and requirements for new third 
party actors 

 Prioritize current third party actors by risk: 
interconnection/hosted data/hosted services 

 Establish standard contract language with “cyber terms” 

 Develop “fallback” terms and conditions 

 Implement a vendor due diligence cyber review capability 
– annual  

 Market challenges: 
 Cloud providers are loath to move off their templates 
 Even managed outsourcing providers with “bespoke” contracts are less willing to 

take on more risk 
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The New Competitive Advantage 

 The pressure for “traditional” financial services companies to deploy third 
party products and solutions will only increase  
 

 Those financial services companies that survive and thrive will be the ones 
that effectively use technology to deliver their products and services to 
customers quickly and seamlessly while also meeting regulatory standards 
 

 A company therefore will be able to differentiate itself from its competitors by 
virtue of: 
 
 The mix of third party products and services it chooses to deploy to supplement/ 

replace/transform what used to be in-house or previously sourced functions 
 The process it uses to source and contract with the third parties for these products and 

services to ensure the right protections are in place 
 The means by which it manages and supervises this constellation of third parties that are 

supporting its business 
 Having in place a comprehensive cybersecurity program for internal and third party actors   
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Cybersecurity in Third Party Relationships 

 A comprehensive cybersecurity program is integral to achieving and 
maintaining this “new” competitive advantage 
 

 A cybersecurity program requires input, participation and 
management from a wide variety of corporate stakeholders (especially 
IT, information security, legal and procurement) 
 

 A significant aspect of this heightened attention on cybersecurity is not 
only how third-party partners are managing security as part of the 
service they deliver, but also the risk and cybersecurity exposure to an 
organization from these third-party relationships 
 

 Attackers increasingly exploit weaknesses in third-party suppliers‘ 
networks to access data and assets from target companies 

 

 



17  17 

Cybersecurity in Third Party Relationships 2 

 Having in place the appropriate due diligence, and contractual and 
governance safeguards with your third-party suppliers is paramount 
 

 Key contractual issues include:   
 Concrete data protection obligations 
 Audit rights (including for regulators)  
 Indemnities for third party claims in case of data breach 
 Carve outs to liability caps for data breach (usually subject to a “super” cap) 

 

 But even for the most experienced companies, the complexity of IT 
environments and the increasing sophistication of bad actors make 
cybersecurity difficult to manage and control 
 
 Many companies now are turning to third party cybersecurity suppliers for 

assistance 
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Thank You! 

Vipul N. Nishawala 
Partner 
Pillsbury Winthrop Shaw Pittman LLP 
1540 Broadway 
New York, NY 10036 
212.858.1021 
vipul.nishawala@pillsburylaw.com    
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